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Disk Action Revert
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2 (1 sockets, 2 cores)
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virtio=4E:78:28:89:7E:08, bridge=vmbr1
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Home Status Online Session Firewall Radius Config License Services Local Account
| Interfaces | Client Net | Gateway | Routing Name | Routing Table | Traffic Control

I Network Configuration
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Interfaces Client Met Gateway Routing Name Routing Table Traffic Control
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LISG Core Gateway Features & Radius Billing Features

Multiwan Load Balancing

LISG @ainsn Liis WAN Interfaceld iiteifiniannangalunnslsdnng

pruANLNTOLRL Router/Modem Tatl it Tdunnndn 2 WAN Tasianananidanidendls 2 gtluu
1. Loadbalacing multiwan with link fail over

2. Redundancy Link Backup with link fail over

* FREANNAINIINYRY WArTEU Multivan Ul lisg Hauassuy anunsnandldanalunig asuieginand Load-

Balance Hardware ﬁﬁ:"]m@;\i **

ETIX, ) | EEBt O | EBEIX ) | Line

Free to visit www.myhotel.com .,

Server LISG
— Authentication + Log file

L@ 4 wan Loadbalance

Switch HUB

User

60 Minute / 512 Kbps 7 Day / ZMbps
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Support VLAN Network ( WAN,LAN ) " 802.1Q "
Lisg @90 Uszgnelldanu unssusasedng Nfaanis dwhzedna LAN nelu fiundn 1 29wl Te LISG sanuuy

U1A115L 911 Client Interface ¥1NN91 1 Interface 16/
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Authen + Log file

~ 7

? ethl.vlan107

ethl.vlan101
10.0.0.1 ,_172.16.0.1

VLAN ID 101 VLAN ID 107

INTERNET ISP

port type tr

VLAN 101
Layer2 Switch VLAN

** Requirements **
- All user ( 2 workgroup require Authentication) via Radius before
use Internet and Keep log file Support Log Analysis for Thailand

Computer LAW 2550
Gl%est Ouser - Two workgroup / Two Class IP , Can not Isolation , Share File , Ping
-U.0.XX Office User
172.16.0.xx
P2 Interface
Interface
Enable:
Alias(name): |v|an?0
Hardware(eth0,ethN..):
s o
Type: PPPoE () Static (®
Client Network:
Comment: | com533
1P address: 1192.168.70.1
Netmask: |255.255.255.0 v




Support Router mode / NAT mode { lds1usanriuaiinsnd Firewall Hardware }
UeaAfsh LISG axgniinlldam Authentication Server uazifiu Log File AN WeL.AaN12550/2560 tnerldanusanriu
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Mode Router , Routing )

HRUaTEUL LiveWA Set route UL firewall hardware [iva1lsznal network 194 client NALINNT Interfaces WAN 1199
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M ISP )

W 5%
— & &
\ n? ’,j '
Eth0 192.168.1.254 ' F v
wan lisg interfaces

Firewall Hardware

Lisg V2.50
uthen Server LAN 192.168.1.1

routing mode static route 172.16.0./24 to 192.168.1.254

Eth1172.16.0.1
lan lisg interfaces

doing routing only , No NAT 4 Switch HUB
Masquerade

172.16.0x0xx 172.16.0.xxx 172.16.0.xxx
gw 172.16.0.1 gw 172.16.0.1 gw 172.16.0.1



External Radius Server or use account in Active Directory Window20xx Server
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Internet

Router ADSL / Leased Line

—

Windows 2003 Server
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Microsoft Active Directory

Username/Password Authentication Gateway

All username/passwd build in Active Directory —

In Active Dir
| Firewall , Security LISG

Log file Analysis Thailand Law 2550 support
’ Bandwidth Controller / Squid Proxy
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» (1 saved Queries Name—l‘l'ype—
-9 test
@D Builtin €7 Administrator User
.32 Computers mCert Publishers Security Group ...
(&) Domain Controllers ﬁDnsAdmins Security Group ...
(1] ForeignSecurityPrincipals mDnsUpdateProxy Security Group ...
42 Users Domain Admins Security Group ...
o ﬁzDomain Computers Security Group ...
p]ma’]u’]an‘[zj user/passwd L INAUAY ﬁDomain Controllers Security Group ...
.{ v ) ) mDomain Guests Security Group ...
UgUYDYavay Active Directory €7 Domain Users Security Group ...
. < o ﬂzEnterprise Admins Security Group ...
Uu Windows200x Sen{er E’WOTU ﬁzGroup Paolicy Creator Owners Security Group ...
Tunns Authentication nouly @ Guest User
- 2 ﬂzHelpServicesGroup Security Group ...
Judumasiuanuu Ssuu Kkthai LISG ﬁRAS and IAS Servers Security Group ...
;4 o - ol & Schema Admins Security Group ...
la mnnzdwmsu avana firounts B o i
= » i Y ooe ol e S ;
"!']'m Lnugquuaﬂaé’[ﬁaqu ‘l'] wagnLasn ngelnetChents Security Group ...
kkkhai lisg




Bandwidth Limite Traffic Shapper

Lisg aMN90MuUAA NI TesE lTUFNsudaz e limuANnzan 1w 128Kbps, 512Kbps 1178 2Mbps 111
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* AMUAAINLEY Down/Up Stream Tunisldeugegaaasldisnisusiazaule v 256/128 kops, 512/256
kbps,128/128 kbps a171AN1T download M4 ARML3IRINT Avua vin il sunqunis I deuaumefiun aulns

109 User a1 ifintlymn Bumadiuadn iliasan Aldau download was wils Tulsunsn au

* P2P Blocking: tfasrii nnsldenu Application aawan P2P 1w Bittorrent Teazinnsld Bandwidth 21 Download

Wag 21 Upload AIUIUNIN

* Layer 7 Protocal Blocking: 98951n19 Block lilsunsaiin i MSN |, Yahoo , Pirch .

* Layer7 Blocking Protocal ( L7-filter ) kaz  IPP2P Blocking ( Bitorrent, , uTorrent,Edonkey,SoulSeek )
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Home Status Online Session Network Radius Config License Services
| P2P Restriction | Policy profile | Bypass Source | Bypass Destination Port forward

( ik b P2P Restriction

P2P Restriction

Enabled: @

Ares

eDonkey, eMule, Kademlia
KaZah, FastTrack

Gnutela

Direct Connect

Bittorrent

Appleluice

WinMX

SoulSeek

| Submit |




Transparent Proxy Squid Cache

) 290 o R @ Y @ & @ o 5 o =
Transparent Proxy @m]‘]ﬂiﬁﬂﬁ‘ﬁﬂﬁu@ﬁﬂ%‘ﬂL%IWI%Q’]ML"J‘Umﬂﬂ‘]1®@’mL?’J°1I‘L<L IﬂilL’QWWZL’J‘]_I‘V]Nﬂ’]ﬁ‘m’mwﬁ”lﬂu‘]_l‘ﬂﬁl“] A
A3 aANT 1IN Bandwidth 284 Internet Gateway I3 BNTEIdNNIT0 LA Speed N1% download file

WINANARN|ILATasgNae download ANy leTLiEn s download program vial/ldansae

MySQL Squid Access Report 2.1.4

[ Home | Administration ]

[ Refresh this page ]
Daily Summary

[ Set this view as the default ]

TRAFFIC
& DATE [ [l USERS [V [&] HOSTS [¥I[Al SITES ¥ @ BYTES [V i CACHE PERCENT ¥
BIK|IM|G
Friday, 10 February 2023 1 36 5 0.10M 30%
Thursday, 09 February 2023 1 68 2 0.16M 0%
Wednesday, 08 February 2023 1 52 5 1.24M Q0%
Tuesday, 07 February 2023 1 71 1 0.18M 0%
Monday, 06 February 2023 1 69 1 0.18M 0%
Sunday, 05 February 2023 1 79 3 0.19M 1%
Saturday, 04 February 2023 1 68 5 0.34M 559%
Friday, 03 February 2023 1 81 5 0.58M 68%
Thursday, 02 February 2023 1 62 1 0.13M 0%
Wednesday, 01 February 2023 1 66 1 0.15M 0%
Tuesday, 31 January 2023 1 51 1 0.12M 0%
Monday, 30 January 2023 1 G4 5 0.35M 56%
Sunday, 29 January 2023 1 55 5 0.78M 82%
Saturday, 28 January 2023 1 51 1 0.14M 0%
Friday, 27 January 2023 1 60 2 0.13M 0%
Thursday, 26 January 2023 1 49 5 1.24M 89%
Wednesday, 25 January 2023 1 66 5 0.92M 84%
Tuesday, 24 January 2023 i 73 1 0.17M 0%
Monday, 23 January 2023 i 62 5 0.82M 80%
Sunday, 22 January 2023 i 18 83 21.87M 0%
Friday, 20 January 2023 2593 359 338 1025.35M 1%
Thursday, 19 January 2023 4 9 31 0.14M 955




< Friday, 10 February 2023

[ Go to today ]

Information box
Host Name 10.1.1.2
Host IP 10.1.1.2

Host Description ‘ |

Uszer Name armlklkthai

[ Set this view as the default ]

& BYTES [¥
[&] SITE ¥ B Iml G [& CACHE PERCENT ¥
Details http://dmd.metaservices. microsoft.com/ 0.05M 0%
Details http://go.microsoft.com/ 0.01M 0%
TOTALS i 0.06M

Latest user activity
TIME BYTES URL STATUS
04:10:21 2225 http://dmd.metaservices. microsoft.com/metadata.svc TCP_MISS/200
04:10:20 2231 http://dmd.metaservices.microsoft.com/metadata.svc TCP_MISS/200

04:10:20 432 http://go.microsoft.com/fwlinky? TCP_MISS/302
04:10:20 2231 http://dmd.metaservices.microsoft.com/metadata.svc TCP_MISS/200
04:10:20 432 http://go.microsoft.com,/fwlinky? TCP_MISS/302
04:10:19 2225 http://dmd.metaservices.microsoft.com/metadata.svc TCP_MISS/200
04:10:19 432 http://go.microsoft.com,/fwlinky? TCP_MISS/302
04:10:19 2231 http://dmd.metaservices.microsoft.com/metadata.svc TCP_MISS/200
04:10:19 432 http://go.microsoft.com/fwlink/? TCP_MISS/ 302

04:10:19 2225 http://dmd.metaservices.microsoft.com/metadata.svc TCP_MISS/200

Port forwarding
Port forwarding #1139 port forward 1 lileiaAsas client Nagjuuiesnn vise dnlildagiinand AccessPoint 17

Switching HUB #111u#84n19 Management arndsuan’ts saudeailnand CCTV

}f internet GW
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Local Account

M Port Forward
r

[Port foward

Wan interface: [adsi_o01 ~|
Orginal Port: |31
Protocol: C None C Both ® TCP C UDP
Forward to address: |192 168.48 2
Forward to port: |31
Comment: ICCTV_PortForwardmg-81
Add|  Reload/Apply |




Port filter

Port Filter @13:130%11 Drop/Reject port application 16 iiegf1aaanutasnsialuszun Network

Home Status Online Session Network Radius Config License Services Loce
| P2P Restriction | Policy profile | Bypass Source | Bypass Destination | Port forward | Wan Mark | Firews

Q Policy Profile

Profile policy: [ default_authen - ]

Order (>100):

Source Address: | |

Destination Address: | |

Service: [A“Y v]

Jump/Target: ACCEFT

| Add || Reload/Apply |

default_authen
Order Service Target

3999 Any ACCEPT

URL Filter Blocking

£ o =3 & . . dl (% b4 ¥ ¥ K 4 ‘ﬂl o
Anuaszuuannsanivueiulay , wording , domain #lxisiaenis i ldamdnnld e ntlaensiavessyuy

Online Seassion Firewall Radius Config
| Dynamic DNS | NTP | Redirector | Monitor | Web proxy(Squid) | DNS | DHCP

Web Proxy(Squid)

= QOptions
« Squid ACL
« Squid Peer
Options
Transparent Proxy:
Block domain:
Block URL:
Block word:
Squid ACL
Act Type:
Value: | bet |
Comment: I Block website nrswiiu I




Web Proxy(Squid)

Options Squid ACL Squid Peer

Squid ACL
ACL Type: m
Value: |.torrent
Comment: IEject Download File *.torrent
Add

Easy edit web-portal login ( customer page )

Hauaszuy aqmnsnudlaniin Web-Portal login iazising) anue 1497 redirect 1€ login asdivinusiaanisle

T

! internet GW
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Home Status Online Session Network Firewall Radius Config License
| Net tool | Edit Template Login | Law Log Download | Billing | Reboot | Shutdown

3 N

¥ Template User Login Form

iSeleckFontlvHSizerH Header Ivl B 7 U § %%
A xx ¥hang o~ TEHS 44 mBE @

S
Internet Subscriber Gateway & Radius Billi
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11
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111
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{$message}




DDNS Easy Management
ANNNINAANIITLULTRN Lisg WAlaeu Web Browser tnaannsndasnulanni Tnanisfinssszuy DDNS

o
% internet GW
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Home Status Online Session Network Firewall Radius Config License
| Dynamic DNS | NTP | Redirector | Monitor | Web proxy(Squid) | DNS | DHCP

Dynamic DNS Service

Dynamic DNS
Enabled:
Protocol: dyndns2 d
Username: | |
Password: | passwordaa |
| FDQN: | trm n.dyndns.info |
IP: 183. 304

Easy System Management
AINTNAANTIZULUAY Core system UBITLUL L1 UFLLENAN config network, proxy , dhep , shutdown/reboot

server
%
} internet GW
Professional aulthentication software & radius billing

Home Status Online Session Network Firewall Radius Config License Services Local Account

| Met tool | Edit Template Login | Law Log Download | Billing | Reboot | Shutdown

| ]‘\ System

Qa v @ s @

R
Net tool Edit Template Login Law Log Download Billing Database Reboot Shutdown




Client support Fix IP both DHCP  nnsnnuius IP Address m@qm’?‘mqﬂﬂﬂﬂ neluszusy Authentication
suninusn Aa STATIC IP ADDRESS

s1luu%e9 A DHCP (Dynamic Host Configuration Protocol)

T

% internet GW
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Online Session Firewall Radius Config

| Dynamic DNS | NTP | Redirector | Monitor | Web proxy(Squid) | DNS | DHCP

DHCP Service
"DHEP

« Pool Name

+ Host
Pool

Pool Hame | eth1-pool |
IP Begin: 110.1.1.151 |
IP End: 110.1.1.254 |
Netmask: |255.255.255.0 (24) v |

Lease(Hour):

Comment: | eth1-pool |

[ Update | Cance |

Mac Address checking Security

MAC Address Filtering Cover package :

vy a

a$13 Account 14190 921 AYLAALUNNELAT Mac address 194LATRNLATENANINILURENAN LS d8h 284 feature 18

She
po))s

f

A !

- WavnuliuinsaumeAunLUiesin Usinniunnangsenau nuainnsndieanlaeasialunszuqaunns Login
1 1w el idasgnaneusassinuin account username/password Tasmues Tl asdu i Fofasiuenalalls
wa9ANNLTTaeA Azl duBume fdnUssnnunnate T mentLYing vive W lANin1sinsrRuANBumefsing R an
a1t aTnstalusdumeidnlssinmsnangenAan annvin

Mac address checking security #3909 111 4519 username/password Uszinm winnaeseaau AL Uiy

dl =a Qr % a & 1 Y a
N7 321 N8N Mac address {NaLAAIANE N7 U UAafnaL 19w
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Wall Garden & Advertising URL
Wall Garden: {jaUaszUUAN190NMUA Web URL MiAzasgninaaungnldamuls taglianiuses Login new @es

daeTemifluntanlusninilszandunus Inagnunsnun link vdasUninunnansluntineng Login 1o
K} g

®
internet Lo GW
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Local Account

e Bypass Destination

Bypass Destination ‘ Bypass Domains

Bypass Domains

Domain name |www.myhotel.com

Comment: [allow www.myhotel.com |

Add

First URL Redirect After Authentication successful.

HAUATZLIL AMNN90AUUA FIAMTN Homepage N1az)n Re-Directed li11d3a1n tAzasgnaing Login #1134l lngiAn

Default 1995211 LISG A¥@11190UARAY Homepage, URL Anudiildanudaansdnguluiui 1a3a1n Authentication

. ' = ¥ ¥
Login N1LTELTRELLAN

4
\Internet subscriber GW

Professional aulthentication software & radius billing

Home

@ Radiu

|_ Radius server J Overnide attribute |

s Edit

Override attribute
Local Attribute: [redirection_url_afterlogin =]

Override value: |http:,’fwww.myhotel.comd

Mo items were found.



http://www.kkthai.com/images/bypass-wallgarden.jpg

Allow user with out Authentication Login

¥ o v dll 1 Aﬂl ¥ a & 1Y . 1 1 = s
HnuaszuLaINisniuue WiATesgnineuaesed aunsnldeusunesite Ialnelises Login wuviiu Netlnend
Networkyiza 1Azad Server Nelu Nsiaagndd LISG 1isausingzii tATasNotebook #ausnaeeyinu LATedgLEng
LPFENTEAL VIP Group. Winuanunsanivualil gunsaliesasdanann annnsnldaudumadicnla luwiui Taelideng

PN Login page (web portal )

Online Session Radius Config
| P2P Restriction | Policy profile | Bypass Source | Bypass Destination | Port forward | Firewall Service

‘_;"]‘| Bypass Source/Client

Bypass Source/Client

Name |my-notehook
IP Address: [192.165.45.6
MAC(Optional):

Forrmat:

aa:bb:cc:ddzee:ff

[0023 52461 38

M DHCP pair

¥ static ARP
Upload limit(bps): |2048000
Download limit{bps): IEDUUUUU
Comment: |bypass—my—nntebnuk|




Diagnostic system utility

LISG 1#dnass wnisesie dmiuliguaszuuldaimmsiiloyuinigldenu vedezasuddnedesuls mu PING uas
= = | 2 oA A e = > Y

Traceroute 3TN Log NN3uiaxsia WAN Interfaces WUl PPPOE  @ipzasilasanane awwnsadenldamuldainnig

Remote Server 7aizInaleaduiu TagtnuLEn1s999 DDNS

)
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Home Status Online Session Network Firewall Radius Config License Sarvices
| Net tool | Edit Template Login | Law Log Download | Billling | Reboot | Shutdown

=
- System Net Tools
& Y

Host ar Domain :

| ® pPing (O Traceroute

PING www.google.co.th (142.250.199.35) 56(84) bytes of data.

&4 bytes from kull0Bs12-in-f3.1e100.net (142.250.19%.35): icmp_seqg=1 ttl=115 time=22.5 ms
&4 bytes from kullBs12-in-f3.1e100.net (142.250.19%.35): icmp_seqg=2 ttl=115 time=22.2 ms
&4 bytes from kullBs12-in-f3.1e100.net (142.250.199.35): icmp_seqg=3 ttl=115 time=22.4 ms
&4 bytes from kul08s12-in-f3.1e100.net (142.250.199.35): icmp_seqg=4 ttl=115 time=22.3 ms
&4 bytes from kul08s12-in-f3.1e100.net (142.250.199.35): icmp_seg=5 ttl=115 time=22.3 ms

--- www.google.co.th ping statistics ---

8 packets transmitted, 5 received, 0% packet loss, time 4005m=s

rtt min/ave/max/mdev = 22.284/22.380/22.534/0.13%9 m=s
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Online Session
| Interfaces | Client Net | Gateway | Routing Name

Firewall Radius Config

@ Gateway History

Routing Table | Traffic Control

Gateway history

Gateway Event Local IP Public IP time
wanibb-pppoe-eth( P 183 4 2023-02-07 08:18:10
wan3bb-pppoe-ethl Down 2023-02-07 08:17:36
wan3bb-pppoe-ethi P 183, 319.126 2023-01-31 08:17:40
wan3ibb-pppoe-ethi Down 2023-01-31 08:17:06
wan3bb-pppoe-ethl P 180.7 ".105.207 2023-01-24 08:17:01
wanibb-pppoe-eth( Down 2023-01-24 08:16:27
wanibb-pppoe-eth( P 1837 “d4.182 2023-01-17 08:16:27
wanibb-pppoe-eth( Down 2023-01-17 08:15:53
wan3bb-pppoe-ethl P 183.8  0.128 2023-01-10 08:15:40

May 31 13:13:04 maneechan pppd[l462]: Timeout waiting for PADO packets

May 31 13:13:04 maneechan pppd[l462]: Unable to complete PPPoE Discovery

May 31 13:13:49 maneechan pppd[l462]: PPP session is 798

May 31 13:13:49 maneechan pppd[l462]: Connected to 00:30:88:15:8e:27 wvia interface ethO

May 31 13:13:49 maneechan pppd[l462]: Using interface ppplOl

May 31 13:13:49 maneechan pppd[l462]: Connect: pppl0l <--> ethO

May 31 13:13:49 maneechan pppd[l462]: CHAP authentication succeeded: CHAP authentication success,

May 31 13:13:49 maneechan pppd[l462]: CHAP authentication succeeded

May 31 13:13:49 maneechan pppd[l462]: peer from calling number 00:30:88:15:8E:27 authorized

May 31 13:13:49 maneechan pppd[l462]: Cannot determine ethernet address for proxy ARP

May 31 13:13:49 maneechan pppd[l462]: local IP address 119.42.69.195

May 31 13:13:49 maneechan pppd[l462]: remote IP address 119.42.69.1

May 31 18:34:25 maneechan pppd[l1472]: LCP terminated by peer

May 31 18:34:25 maneechan pppd[1472]: Connect time 429.8 minutes.

May 31 18:34:25 maneechan pppd[1472]: Sent 2612551 bytes, receiwved 27458703 bytes.

May 31 15:34:28 maneechan pppd[l1472]: Connection terminated.

May 31 18:34:28 maneechan pppd[1472]: Modem handgqup

May 31 18:34:59 maneechan pppd[l1472]: PPP session is 5702

May 31 18:34:59 maneechan pppd[l1472]: Connected to 00:30:88:14:6b:a%9 wia interface eth2

May 31 18:34:59 maneechan pppd[l1472]: Using interface pppl02

May 31 18:34:59 maneechan pppd[l472]: Connect: pppl02 <£--> eth2

May 31 18:35:01 maneechan pppd[1472]: PAP authentication succeeded

May 31 18:35:01 maneechan pppd[l1472]: peer from calling number 00:30:58:14:6B:49 authorized

May 31 18:35:01 maneechan pppd[l472]: Cannot determine ethernet address for proxy ARP

May 31 18:35:01 maneechan pppd[1472]: local IP address 1185.173.234.5

May 31 18:35:01 maneechan pppd[l1472]: remote IP address 118.173.234.1




Network Monitoring and Reporting
LISG leanass Utility §1151inns Monitor g1nsad Network nelutazadinaiuasyini $9u0s Monitor WAN Traffic 1w

WAN Interfaces ¥INUg@18190 Add network devices hdsziinl 11 Access point, Switch Management

E‘ Monitor

Monitor

Name: |AP_Left_Floort

Monitor Type: IIC[‘-.-’IF'.-"F'ING "I
Bind Type: I Mone *I

Target host: [192.168 48 55

Timeout{second): |

Down Condition: I Mo pass 'I

Loop before check: I

Comment: |Status_AP_Left_Floor1|

Add




* System Status

Queue/Session

Current Session

System Queue

Radius Queue

Gateway monitor [Histary]

Gateway  Status Local IP

adsl_01 Up 192.168.1.254

Public IP Change time Check time
112.142.204.232 2010-06-15 19:32:12 Z20M10-06-1519:31:38

PPPoE monitor

Status Change time Check time

General monitar

AP_Left Floor_B1 icmp_ping
AP Left_Floor icmp_ping
AP L eft Floor11 icmp_ping

AP_Right_Floor icmp_ping

Status Change time Check time

up 2010-06-16 00:01:46 2010-06-16 00:01:46
Do 2010-06-16 00:01:47
Cown 2010-06-16 00:01:47
Down 20M10-06-16 00:01:47




Statistics ( WAN Monitor )

Loadbalanc Eth Server - Traffic - eth0

=
c
(=]
ht
M1.am

o

o

]
H

0.0
Fri 12:00 Fri 16:00 Fri 20000 Sat 00:00 Sat 04:00 Sat 08:00
From 2008/06/13 10:17:54 To 2008/06/14 10:17:54
B Inbound Current: 9.58 k Average: 945.63 k  Maximum: 1.68 M
W Outbound Current: 121.77 k Average: 71.27 k

Maximum: 165.79 k

Loadbalanc_Eth Server - Traffic - eth2

=

[ =

=]

[¥]

1.0 M

T

o

(]
i
0

0.0
Fri 12:00 Fri 16:00 Fri 20:00 Sat 00:00 Sat 04:00 Sat 08:00
From 2008/06/13 10:23:03 To 2008/0&8/14 10:23:03
E Inbound Current: 3.31 k Average: 839.44 k  Maximum: 1.51 M
W Outbound Current: 62.84 k Average: 59.79 k

Maximum: 175.85 k

Loadbalanc Eth Server - Traffic - ethl

=
@
=

bits per second
=
o
=

Fri 12:00 Fri 16:00 Fri 20:00 Sat 00000 Sat 04:00 2 Sat 0B:00
From 2008/0&8/13 10:17:54 To 2008/0&/14 10:17:54

E Inbound Current: 163.99 k Average: 137.52 k Maximum: 258.14 k
W Outbound Current: 30.03 k Average: 1.80 M
Maximum: 2.33 M




Three Level type : Network Monitoring , Operator, Administrator

¥

LISG laaunen mvun Tegauaszuu u Level Auansinariueanhlld iiautsnisendan lunnsisnisdnnisseuy

Core Gateway System WU yanaau 1o

3

4
internet GW

Professional aulthentication software & radius billing

Online Session
Add New Admin

| List Admin

~
iQ’J Local Administrator

@ oa

List Admin Add New Admin

£
i internet GW.

Prolessional aulthentication software & radius billing

| List Admin | Add New Admin

& Local Administrator List 20101
sername Type Infio Action
admin admirn f Edit & Delete
support maonitor support_Monitor_Permision A Edit 2 Delete
operatar operatar aperator A Eit & Delete
Type Admin : AziANs naidudre9sz UL ianum 813190 Add/Delete/Edit AN AineTlALLLANYTDS
Type Operator : AzHAND N1 Aevauia A1sine Idetanen Tiaunsn Add/Delete/Edit 14

WAaZAN190 Kill Online user & 99uD9 44 reboot / Restart server 1

Type Monitor : AzHAND N1 Aevauia Asine Idetanen Tiaunsn Add/Delete/Edit 14



LISG Support Log Analysis for Thailand Computer LAW 2550/2560 ?

Tnwl¥usaaa 500,000 1w
32uu Internet vasvnu
IALAVTIHA ATIVINHADHNNILAD T
Wyed !

MK UI2ne WL MEEMINIZVINES
LAEAUnaNRILADS 2550

a =

sruultlsunanngau@Ans Authentication LISG avuayu Tundannisdniivdesa

u

A7197AANNAUADTANN W.2.1 AANAQLADT 1 2550/2560

tinnanu sreazidan i W.9.1. MannszvinAaRanaaiUAaNNImas AN 91TNAR LN 937 18

Huneu 2550/2560 tatduatineidpe Al

N311Uin LAW LOG T Server LISG ailiayu sneunis daudunasiidn 1ivesesiy, aluayu nns uaas

-
a a o 'Y

anangausomugldeuneuldnuumasidaniy wizsmityafdnsaanimazinauianeqiu Aauiaees

o

W.Alm&&o 1AENTIAIL Log File AaNana 1uszeziaan 180 J1 15U Log File MK 180 14 1314 s2UUAZ9N
n"3 Delete 7iaananiAsed Server (Ineiumntli 129 nanluAsed Server)Log file aziin1sdniiu Ine
971 Ul 1haw A.A. 184 Log uiazmila adrasianis AU uaz 31anzil Log tntiaziden

NITUIUNT iU Log File Ut LISG 1w IAUfjtRmx denimunrednisifiv Log N wav.s aaxdianes]

2550/2560 tneiAsaAn taednng mdssum , shatsum 1L Log file ynafianiesiasiv lussuy fstliveinie

oA A . ) ) = 1y \ oA o 18y v 9 a =~
AINUNLTRANDURNTUNA log file WWQWIQWVLNNﬂq?Lmeﬂ@H@Iﬂj ﬂﬂu‘Vl@‘:u’mﬂu ERNUAUIN NTENTI |CT1uﬂffm

]
SN2 v a

R NNILNawICT Fosaa Tayani9amtiy Log File Tuszuy Network Internet 294111

= [~3 v a '8 . . dld dl ] o a & &
NNTNULBYAITINTABNNIADT UBY YN Application NHNT dense ldgirzuudumnafidnniauen
\1 Source Interface , SourcelPaddress , Destination IPaddress , Port , Packages

¥

" dayaanasniepanfiames inde unasindie "
e dayainaaiuTeanszydaaug 14 (User ID) Mac-address i nnviua 1ty daniduvuneiaaiingtlsyanso
Uszanau vise si@inAnm
" % = & o VY v "
ayaaI1AINIABNDaT ide Fiunig
A o rd‘ ] e ¥ a ¢
AD WN"ELAT MAC Address ( Msnataailszan 1esgiinsniiiassie wifi, lan ethernet 1995 14971 ) svILNgaU
al o % a .
nsifanuaey ldpanNawmasingsey Physical Address

(Identification and Authentication System)
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( Syslog Server )
o gruulilsunsu AeAnunRnneseseduidng nsaiunangnadeanna (Stratum 0) Tnaanata iy oo
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LISG Hszuu Transparent Proxy Squid iaLfiu Cache Tunnsidn website kazdl w0 Interface iiadszanama
WARNNS Log
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289N 411N website 1R9LATAIAANAIARFILLATETN I Interface Uszanana azfag Lauanie Usermame 7114
dl 74 [ dl 4 v b2 o b2
, URL 91, 41 1981 Mld9u waznti Interface anunsnAumlneseyilusiaynnals
N191U%N LAW LOG lu Server LISG
&30 Software LISG 114 {ng Wiu Log e ld aampdauas
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* §115U Log File 7401 180 14 13U $2ULAZNNN1T Delete 4BANANLATEY Server

(Ineduminynu aes a1 luLeTes Server)

* Log file axinsdniu Inaszy Jun e A.A. 989 Log wiazmiia iNed1esanis Aum
wa 1Az Log Tneaziden
* NITUIUNT iU Log File Ut LISG 1w IAUA1RAN danimunedniaifiv Log N wav. aaxdiawmas « 1 2550/2560
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HAuATTLIL A111904AN1TIudIuTRd Law log download l#4ann

Menu ------ System ---- Law Log download

Services v ngtgm_fl:icen_s_e_ Billing Logout |
‘Net tool

iLaw Log download
Reboot & Shutdown
Easy templates »

= %

AINFUNNAIBENIFIUAI AZUAAIFIDLN N7 AAAL Log 18INTELIUNT WEAUANSFImUE I uaumnediie

TINTIAN NIMIFIU radius accounting U Radius Server
Log downloads

[varlog'ppp] [varlog/dhep] [varlogfreeradius] [varlogfreeradus'radacet] [varlog/authgw6] [varlog/squid3] [~varle

Result

[sql-relay]
[shatsum.20100531.txt]

[mdHsum.20100531. txt]

[details.log-20100531]

[details.log]

=

'\' Log File Download

Log downloads

[/varflog/ppp] [fvarflogfdhcp] [fvar/log/freeradius] [fvar/logffreeradius/radacct] [fvar/log/authgwe] [fvar/log/squid3] [fvar/loafulog] [/var/log/remote]
Limit: [10] [50] [100] [500] [1000]

Page: [0] [1] [2] [3] [4] [3] [e]

Check All

check | | uncheck [details.log]

[details.log-20230210]
[mdSsum. xt-20230210]
[shalsum.txt-20230210]

[details. log-20230209.g2]
[mdSsum. txt-20230209]
[shalsum.txt-2023020%]

[details.log-20230208.g2]

[md3sum. txt-20230208]

0000000000

relay

20230210
20230210
20230210
20230210
20230209
20230209
20230209
20230208

20230208



\Hevinu aeilln 811 Log file  details.log-2010531"  azisngdeya tnuuansns

* Date /Time Start / Stop  19aNiFuE / Augna 71ld911

* 1D Username mﬂdﬁﬂ‘ffmu

* UNNELAY Mac-Address 1845 1971 ( Calling-Station-1d )

* UNNELAY IP-Address UDIE 1FI1U

AINFLIAUA

P S B

P 1 MonMay3115:44:45 2010
2 User-Name = "miaw"
NAS-IP-Address =1.1.1.1

20 Acct-Output-Octets = 851653

22 Acct-Session-Time = 1198

23 Acct-Terminate-Cause = [dle-Timeout

24 Acct-Unigue-Session-ld = "91 edbadfal 33920
25 Timestamp = 1275297287

26 Request-Authenticator = Verified

4 NAS-Port = 10000
5 Acct-Status-Type = Start
6 Acct-Session-ld = "2010-05-31_15:44:47_edb4dceh"
7 Framed-IP-Address = 192.168.48.168
8 Called-Station-Id = "kkthai"
9 Calling-Station-Id = "00:1F:E2:1C:97:92"
10 Acct-Unigue-Session-ld = "91 edbadfal 33920
11 Timestamp = 12752954588
12 Request-Authenticator = Verified
13
14 MonMay 31 16:14:47 2010
15 User-Name = "miaw"
16 NAS-P-Address =1.1.1.1
17 NAS-Port = 10000
18 Acct-Status-Type = Stop
19 Acct-lnput-Octets = 7802808

21 Acct-Session-ld = "2010-05-31_15:44:47_edb64dceb"
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bNU Log File IH?ZUU Internet Network Sﬂﬂ\‘]L?’]sLuﬂﬁ“]_l‘Wﬁ‘@N I@ﬂ LRHRAUBN Log file NN NTINIARATIAIN N'][ﬂﬁ‘j']u
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o 1 k% I o 1 o < . . dl dl
ANFUNINFRRENIAIUAT ATUARIFRENg N7 AALIL Log 289N3¥LAUNNT Log ALL Application Lezaanielu
\P3atne (3en 14911 (Network Address Translation) 1ialadl wAsesneluiAzednezesing 14 Access Internet
7L AzdALfiL Firewall ‘s log wazdnriy 1)n° section 1lN13 141 - aan Mgl szuuiezedne Inedniv 1)ne session

A A \ A
N In/Out 1%?:?‘UULﬁﬁ"ﬂﬂ]"]ﬂ‘ﬂ@\‘ivm‘HL@ﬂV]Lmﬂ’]

v
v KX A

iuAaiinafivdeyaasasaaniiames 283 v)n7) Application 13in1s Wenselldsruudumefidanauen Tng
7¢1Date Time , Source Interface , Source IPaddress , Destination IP Address , Port , Packages IAaeineATUa

3

wazaNy Tl

Log downloads

[vardog/ppp] [varldog/dhep] [varlogfreeradms] [varlogfresradmsiradacct] [varlog'authow®] [varlog/'squid3] [/vardog/ulog]

[ulogd.log]
[shatsum.20100531.txt]

[syslogemu.log-20100531]
[md5sum.20100531. txt]

[systogemu.log]
[ulogd.log-20100531]

dl . o 1 =3 ¥ . o 1 v U
waziawile ( syslogemu ) Log file AINANT Avkiiu 1044 log file AINA13 ANNFLATNATUAT

14053 119:23:55 authgws IN=eth0 OUT= MAC=.fff.ff./.00:13:49:d7:39:9a:08:00 SRC=192.168.1.1 DST=192.168.1.255 LEN=72 TOS=00 PREC=0x00 TTL=1 ID:
14054 119:23:58 authgwt IN=eth1 OUT= MAC-ftffff.f:1{f.00:22:68:0f03:88:08:00 SRC=-192.168.48.1 DST=192.168.51.255 LEN=243 TOS=00 PREC=0x00 TTL=1:
14055 1 19:24:.04 authgws IN= OUT=eth0 MAC= SRC=192.166.1. 254 DST=203.185.69.60 LEN=76 TOS=00 PREC=0x00 TTL=64 |D=0 DF PROTO=UDP SFT=12
14056 119:24:07 authgwt IN=eth0 OUT= MAC=01:00:5e:00:00:01:00:13:49:d7:39:92:08:00 SRC~=192.168.1.1 DST=224.0.0.1 LEN=28 TOS=00 PREC=0x00 TTL=1
119:24:10 authgws IN= OUT=eth0 MAC= SRC=192.168.1.254 DST=203.185.69.56 LEN=76 TOS=00 PREC=0x00 TTL=64 |1D=0 DF PROTO=UDP SFT=12
14058 1 19:24:16 authgwh IN=eth) OUT« MACHtftff:ffff.00:1£3c.ce:e3:c7:08:00 SRC=192.168.1.44 DST=192.168.1.255 LEN=78 TOS~00 PREC~0x00 TTL~128
14059 119:24:20 authgws IN=eth1 OUT= MAC=fifff.if.ffff.00:1£e2;1c97:92:08:00 SRC=0.0.0.0 DST=255.255.255.255 LEN=348 TOS=00 PREC=0x00 TTL=128 1D
14060 1 19:24:20 authgws IN= OUT=eth1 MAC= SRC+10.0.0.1 DST=255.255.255.255 LEN=328 TOS=00 PREC=0x00 TTL=64 ID=28704 PROTO=UDP SPT=67 [
14081 119:24:21 authgws IN= OUT=ethl MAC= SRC=10.0.0.1 DST=10.0.0.143 LEN=48 TOS=00 PREC=0x00 TTL=64 ID=0 DF PROTO=ICMP TYPE=8 CODE=I
14062 119:24:24 authgwt IN=eth1 OUT= MAC=ffffif.fff00:1fe2:1c:97:92:08:00 SRC=10.0.0.143 DST=10.0.0.255 LEN=96 TOS=00 PREC=0x00 TTL=128 ID=95
4063 119:24:24 authgws IN=eth1 OUT= MAC=00:27:02:18:cf36:00:1f.22:1¢:97:92:08:00 SRC=10.0.0.143 DST=207.228.238.80 LEN=52 TOS=00 PREC=0x00 TT
064 119:24:24 authgwt IN=eth1 OUT= MAC=00:27:0e:18:c£36:00:11.2:1c:97:92:08:00 SRC=10.0.0.143 DST=10.0.0.1 LEN=62 TOS=00 PREC=0x00 TTL=128 |
14065 119:24:24 authgws IN= OUT=eth0 MAC= SRC=192,168.1.254 DST=8.8.8.8 LEN=62 TOS=00 PREC=0x00 TTL=64ID=0 DF PROTO=UDP SPT=62832 DF
14066 119:24:24 authgwt IN=eth1 OUT= MAC=00:27:0e:18:c£36:00:11.22:1¢:97:92:08:00 SRC=10.0.0.143 DST=207.46.197.32 LEN=76 TOS=00 PREC=0x00 TTL
5/ 119:24:24 authgwt IN=eth1 OUT= MAC=00:27:0e:18:cf36:00:1f.22:1c:97:92:08:00 SRC=10.0.0.143 DST=10.0.0.1 LEN=57 TOS=00 PREC=0x00 TTL=1281
119:24:24 authgws IN=eth1 OUT= MAC=00:27.0e:18:cf36:00:1f.22:1¢:97:92:08.00 SRC=10.0.0143D5T=1.1.1.1 LEN=52 TO5=00 PREC=0x00 TTL=128 IC
1 19:24:24 authgwb IN= OUT=lo MAC= SRC=127.0.0.1 DST=127.0.0.1 LEN=60 TOS=00 PREC=0x00 TTL=641D=50402 CE DF PROTO=TCP SPT=41054
119:24:24 authgws IN=eth1 OUT= MAC=00:27:0e:18:cf36:00:1f22:1¢:97:92:08.00 SRC=10.0.0143DST=1.1.11 LEN=52 TOS=00 PREC=0x00 TTL=128 IC
119:24:24 authgwt IN= OUT=lo MAC= SRC=127.0.0.1 DST=127.0.0.1 LEN=60 TOS=00 PREC=0x00 TTL=64ID=54671 CE DF PROTO=TCP SPT=41055
119:24:25 authgws IN=eth0 OUT= MAC=ffff.f.f.00:13:49:d7:39:92:08:00 SRC=192168.1.1 DST=192.168.1.255 LEN=72 TOS=00 PREC=0x00 TTL=1 ID:
119:24:26 authgw IN=eth1 OUT= MAC=01:00:5e:00:00:fc:00:1f.22:1c:97:92:08:00 SRC=10.0.0.143 DST=224.0.0.252 LEN=52 TOS~00 PREC=0x00 TTL=1
119:24:26 authgws IN=eth1 OUT= MAC=01:00:5:00:00:fc:00;1f.2:1c:97:92:08:00 SRC=10,0.0.143 DST=224.0,0.252 LEN=52 TOS=00 PREC=0x00 TTL=1
119:24:26 authgw IN= OUT=eth0 MAC= SRC«192.168.1.254 DST=203.144.265.71 LEN=84 TOS=00 PREC«0x00 TTL=64 D=0 DF PROTO=ICMP TYPE!
119:24:28 authgwt IN= OUT=lo MAC= SRC=127.0.0.1 DST=127.0.0.1 LEN=56 TOS=00 PREC=0x00 TTL=641D=32530 DF PROTO=UDF SPT=38155 DF
119:24:28 outhgwt IN= OUT=eth0 MAC= SRC=192.168.1.254 DST=61.19.251.40 LEN=60 TOS=00 PREC=0x00 TTL=64 ID=25785 DF PROTO=TCP SPT'

‘ 119:24:28 authgwt IN=eth1 OUT= MAC=01:00:52:00:00:fc:00:1f.22:1c:97:92:08:00 SRC=10.0.0.143 DST=224.0.0.252 LEN=52 TOS=00 PREC=0x00 TTL=1
14079 119:24:28 authgws IN=eth1 OUT= MAC=01:00:52:00:00:fc:00:1f.22:1c:97:92:08:00 SRC=10.0.0143 DST=224.0.0.252 LEN=52 TOS5=00 PREC=0x00 TTL=1
14080 119:24:29 authgwt IN= OUT=eth0 MAC= SRC=192.168.1.254 DST=192.168.48.1 LEN=84 TOS=00 PREC=0x00 TTL=641D=0 DF PROTO=ICMP TYPE=8
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Log downloads

[varlog/ppp] [varlog/dhep] [varlog/freeradims] [varlogfreeradmsradacet] [varlog/authew6] [‘varlog'squid3] [varlogilog]

[store.log]

[access.log]

[shalsum.20100531.txt]

[cache.log-20100531]

[mdSsum.20100531. txt]

[access.log-20100531]

[cache.log]
[store.log-20100531]

dl . o 1 < ¥ . % I
wazidale Log file ANNANT AZLUU UBYA log file mugﬂmwmumq

628
629
630
631
632
633
634
635
636
637
638
639
640
641
642
643
644
645
646
647
648
549
650
651
652
653
654
655
656
657
658

i

1275296088.136
1275296089.749
1275296090.867
1275296091.022
1275296091.179
1275296091.335
1275296091.622
1275296091.959
1275296092.191
1275296095.452
1275296095.925
1275296095.956
1275296096.014
1275296096.029
1275296096.288
1275296097.162
1275296097280
1275296097.298
1275296097.302
1275296097.306
1275296097.326
1275296097.361
1275296097.396
1275296097408
1275296097.451
1275296097.453
1275296097.508
1275296097.509
1275296097.509
1275296097.514
1275296097.572

132192.168.48.168 TCP_MISS/200 496 GET http://clients1.google coth/complete/search? - DIRECT/64.233.183.1
133192.168.48.168 TCP_MISS/200 646 GET htip://clients1.google. co th/complete/search? - DIRECT/64.233.183.1
132 192.168.48.168 TCP_MISS/200 624 GET htip://clients] le.co. mplet ?-DIRECT/64.233.183.1
134192.168.48.168 TCP_MISS/200 654 GET htip://clients1.google.co th/complete/search? - DIRECT/64.233.183.1
134192.168.48.168 TCP_MISS/200 654 GET_ttp Hdlents1 .google.coth/complete/search? - DIRECT/64.233.183.°
133192.168.48.168 TCP_MISS/200 663 GET | | ?-DIRECT/64.233.183.1
303192.168.48.168 TCP_MISS/200 13161 GET http: zngvw google coth/search? - DIRECT/64.233.181.104 text/htm
181 192.168.48.168 TCP_MISS/204 358 GET htip.//www.google.coth/csi? - DIRECT/64.233.181.104 text/html
0192.168.48.168 TCP_NEGATIVE_HIT/204 276 GET htin://clients1 .google coth/generate 204 - NONE /- text/htrr
741 192.168.48.168 TCP_MISS/200 694 GET htip:/ fwww google.coth/url? - DIRECT/64.233.181.104 text/html
245192.168.48.168 TCP_MISS/200 16700 GET http://www.nokair. com/nokconnmw_g_lgg_gim;_ DIREC
146 192.168.48.168 TCP_MISS/200 6014 GET http:/ fwww.nokair.com/s1000 obj/contents/js/head thjs-DIRECT;
80 192.168.48.168 TCP_MISS/200 2181 GET http./ /e nokair.com/s1000 obj/contents/css/menu.css - DIRECT
199192.168.48.168 TCP_MISS/200 13239 GET http://www.nokaircom/s1000 obj/contents/is/submenu thaijs? -
473 192.168.48.168 TCP_MISS/200 53138 GET hitp:/fwww.nokair.com/nokconnext/aspx/jsloader.axd? - DIRECT/
1353 192.168.48.168 TCP_MISS/200 2343 GET http:/ /www.nokair com/nokconnext/cssloader.axd? - DIRECT/210.¢
51192.168.48.168 TCP_MISS/200 586 GET http-/ /www.nokair com/nokconnext/images/dropl gif- DIRECT/210.8
68 192.168.48.168 TCP_MISS/200 589 GET http.//www.nokair.com/nokeonnext/images/left] gif - DIRECT/210.86.
72192.168.48.168 TCP_MISS/200 589 GET http:/ /www.nokair.com/nokconnext/images/rightl.gif - DIRECT/210.8¢

75192.168.48.168 TCP_MISS/200 522 GET http:/ /www.nokair.com/nokconnext/images/comertopleft gif - DIRECT
92192.168.48.168 TCP_MISS/200 522 GET http://www.nokair.com/nokconnext/images/cornertopright gif - DIREC

53192.168.48.168 TCP_MISS/200 567 GET htt g  eangy. nokalr comznokconnextilmages[cornerbotleft gif - DIRECT
66 192.168.48.168 TCP_MISS/200 566 GET h n m/n n im right.gif - DIREC
97 192.168.48.168 TCP_MISS/200 2132 GET http:/ e nokeur com/s1000 obufcontentsihtml!m TH,*head welcol
216 192.168.48.168 TCP_MISS/200 2609 GET hitp: i f
66 192.168.48.168 TCP_MISS/7200 1468 GET http:/ fwnan. nokalr com/s1 000 oblfcontentshmaqeszatawgort th.gif -
55192.168.48.168 TCP_MISS/000 0 GET http:/ fwww nokair.com/s1000 obj/contents/images/seatselect th off g

53192.168.48.168 TCP_MISS/000 0 GET http://www.nokair.com/21000 obj/contents/images/view booking th
145192.168.48.168 TCP_MISS/200 9775 GET http:/ Awww. nokalr com!s1 Doo oblfcontentshmaqes[h logo th mf [

1192.168.48.168 TCP_MISS/200 10842 GET hito; 3
64192.168.48.168 TCP_MISS7200 577 GET http:/ /wwew. nokalr com{s1 UDU ochontentsﬂmages[lang en gif - DIRI

©
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Time Server 1a3lszimalne  uaz Log File afinsine) Aavnidena (ludnisudla )

IA8I81989 1NN

Md5Sum , SHAT uazinega adunsagdeunadala liaindd 90 41 1iuaindu 1iinns Faswensaaaey Log file AINa1

v ¥ dl aa
/1N LQWMHWW%@\?ﬂ?SVI?QQI@GﬁVI



¥ = ! A;I tsl . ! a v [
RALATEULILNENLA TUANNHIUBY Log file Laza9ual Log ATNINEATLALAATLLIL uarAflranenuiy

1
v A

LR ICT

Tudqur89n19 Analysis Log file #1911 i mtiednsense ICT aziflugnsada uagdinszidasamaiiund

ANFUNINFRRENIAIUAIN ATUAAIFBE N9 AR Log 189 DHCP_Server a4g lanuluszuy

[‘varlog/ppp] [varlog/dh

Result

hfshmsum. 06. 1.4xt]
[md5sum.201 00467 L(-t]
[dhep.log] _
[dhcg.log-201005.,i]

Log downloads
[/varflog/ppp] [fvarflog/dhcp] [fvarflog/freeradius] [/varf/log/freeradius/radacct] [fvar/logfauthgwe] [/var/logfsquid3] [/var/logfulog] [/var/logfremote]
Limit: [10] [50] [100] [500] [1000]
Page: [0] [1] [2] [3] [4] [5] [&]
Check All
Clear All
O check | | uncheck [dhep.logl] 20230210
O [dhep.log-20230210] 20230210
O [mdSsum. bxt-20230210] 20230210
O [shalsum. bct-20230210] 20230210
O (dhep.log-20230209.g7] 20230209
O [mdSsum. bxt-20230209] 20230209
O [shalsum. bct-20230209] 20230209
O [dhep.log-20230208.2] 20230208
O [mdSsum. bxt-20230208] 20230208
O [shalsum. bct-20230208] 20230208
Log downloads

] [varlogfreeradius] [varlogifreeradms’radacct] [~varlog'authgw6] [varlog/squid3]

waziielln Log file DHCP_Server detail £anana axiiin daya log file AugLlnwamiang



4 dhcp[1] - WordPad
File Edit VYiew Insert Format Help
DR Sl @l ¢lem-] 2
Hay 30 21:28:20 authgwét dnsmasg-dhep[3847]: DHCP, IP range 192.168.48.100 -- 192.168.49.100, lease tin
Hay 30 21:29:26 authgwt dnsmasqg-dhcp[3847] : DHCPDISCOVER({ethl) 10.107.0.174 00:22:68:0£:b3:88
Hay 30 21:29:26 authgwé dnsmasg-dhcp[3847] : DHCPOFFER(ethl) 192.168.49.55 00:22:68:0£:03:88
Hay 30 21:29:26 authgwét dnsmasg-dhcp[3847] : DHCPREQUEST (ethl) 192.168.49.55 00:22:68:0£:b3:88
Hay 30 21:29:26 authgwé dnsmasg-dhcep[3847]: DHCPACK{ethl) 192.168.49.55 00:22:658:0£:b3:88 thinkpad-rt4
Hay 30 21:31:04 authgwé dnswmasg-dhcep[3847] : DHCPDISCOVER(ethl) 00:1f£:e2:1c:97:92
Hay 30 21:31:04 authgwé dnsmasg-dhcp[3847]: DHCPOFFER(ethl) 192.168.48.168 00:1f:e2:1c:97:92
Hay 30 21:31:04 authgwé dnswmasg-dhcecp[3847] : DHCPREQUEST(ethl) 192.168.48.168 00:1f:e2:1¢c:97:92
May 30 21:31:04 authgwt dnsmasg-dhcep[3847]: DHCPACK({ethl) 1892.168.48.168 00:1f:e2:1c:97:92 admin-vists
May 30 21:31:08 authgwt dnswasg-dhcp[3847): DHCPINFORM(ethl) 192.168.48.168 00:1f£:e2:1¢c:97:92
Hay 30 21:31:08 authgwé6 dnsmasg-dhcp[3847]: DHCPACK(ethl) 192.168.48.168 00:1f:e2:1c:97:92 admin-vists
May 30 21:42:42 authgwé dnswasg-dhcp[3847): DHCPREQUEST (ethl) 192.168.48.168 00:1f:e2:1¢c:97:92
May 30 21:42:42 authgwt dnsmasqg-dhcp[3847] : DHCPACK({ethl) 192.168.48.168 00:1f:e2:1c:97:92 admin-vists
Hay 30 21:42:59 authgwé dnsmasg-dhep[3847): DHCPINFORM(ethl) 192.168.48.168 00:1f:e2:1¢:97:92
Hay 30 21:42:59 authgwét dnsmasg-dhcp[3847]: DHCPACK{ethl) 182.168.48.168 00:1f:e2:1c:97:92 admin-vists
May 30 21:59:25 authgwé dnswascg-dhcep[3847] : DHCPREQUEST (ethl) 192.168.49.55 00:22:68:0£:03:88
May 30 21:59:25 authgwt dnsmasg-dhcp[3847]: DHCPACK({ethl) 192.168.49.55 00:22:68:0£:b3:88 thinkpad-rt4
May 30 22:02:14 authgwé dnsmascg-cdhep(3847): DHCPINFORM(ethl) 152.168.48.168 00:1f:e2:1¢c:97:92
Hay 30 22:02:14 authgwé dnsmasg-dhcp[3847] : DHCPACK({ethl) 1892.168.48.168 00:1f:e2:1c:97:92 admin-vists
May 30 22:12:42 authgwé dnsnmasg-dhcep[3847): DHCPREQUEST (ethl) 192.168.48.168 00:1f:e2:1¢c:97:92
Hay 30 22:12:42 authgwé6 dnsmasg-dhcp[3847]: DHCPACK{ethl) 192.168.48.168 00:1f:e2:1c:97:92 admin-vists
Hay 30 22:25:41 authgwé dnsmasg-dhcep[3847]: DHCPREQUEST (ethl) 192.168.49.55 00:22:68:0L£:03:88
Hay 30 22:25:41 authgwt dnsmasg-dhcp[3847] : DHCPACK{ethl) 192.168.49.55 00:22:68:0£:b3:88 thinkpad-rt4
May 30 22:40:01 authgwé dnsmasg-dhcp[3847)]: DHCPREQUEST (ethl) 192.168.48.168 00:1f:e2:1¢c:97:92
May 30 22:40:01 authgwét dnsmasg-dhcep[3847] : DHCPACK(ethl) 182.168.48.168 00:1f:22:1c:97:92 admin-vists
Hay 30 22:53:13 authgwé dnsmasg-dhcep[3847] : DHCPREQUEST (ethl) 192.168.49.55 00:22:68:0£:03:88
May 30 22:53:13 authgwé dnsmasg-dhcp[3847] : DHCPACK(ethl) 192.168.49.55 00:22:68:0£:b3:88 thinkpad-rt4
HMay 30 23:07:26 authgwf dnsmasg-dhop[3847] : DHCPREQUEST(ethl) 192.168.48.168 00:1f:e2:1c:97:92
Hay 30 23:07:26 authgwét dnsmasg-dhcep[3847] : DHCPACK({ethl) 182.168.48.168 00:1f:e2:1c:97:92 admin-vists
May 30 23:21:18 authgwéf dnsmasg-dhcp[3847] : DHCPREQUEST (ethl) 192.168.49.55 00:22:68:0£:b3:88

fAuAsTUL B1a3Anfaen BeanszuaunsAuadn Log Tnuazden s luannadussouds wnduie] iy
Log File uszuw Internet Network 2a9197liasunian  Tne dayazes Log file iy fdasnamsenny NIMIZ Time
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AN9ATIAEA AN1UY N1959AN Time 189 Server TARSINLILIAIB19AIEINA UR9 Time Server Tuilszindlne

A1 default time 183 NTP Server 111 LISG Software azgn_set hl1iudodnTuis nasanfnsis weiu lisg 41154
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Menu Services --- NTP

Home Status Online Session Network Firewall Radius Config License Local Account Sy
| Dynamic DNS | NTP | Redirector | Monitor | Web proxy(Squid) | DNS | DHCP

NTP
ntp Server: [ AaniunasIneIuwwIg - timel.nimt.orth ]
NTP Status

remote refid st t when poll reach delay
*164.115.133.41 IRIG. 1 u 33z 1024 Ere 24,201
+clock.nectec.or JGPL. 1 u 592 1024 ars 21.227
+164.115.133.40 IRIG. 1 u BO5 1024 375 25.422
-164.115.133.42 JIRIG. 1 u 724 1024 3 25.36%
203.147.5%9.16 J1PPS. 1 u 18h 1024 ] 0.001

list

Server Action

timeZ.nimt.or.th ﬁllmm
clock.nectec.orth ﬁm
timel.nimt.or.th ﬂm
time3.mimt.orth ﬁllmm
time.navy.mi.th ﬂm

Real time session Log ( Comply I.C.T. Law 2007 )
LISG @u130LfiL Authentication Session log HRTaAN NIL.ABNNW2550/2560 Iael log MAATULUAA LISGHU
A1 default azifivag/lu Hard-Disk 284 LISG 199 vizaannsnineniaeliiivldn External Centralized Log Server st

v ! = o
AQEILTULAEIINY

Config System | Radius List | Radius Add New | Radius Test | Syslog server List

”o:' Syslog Server New




User name
Password

ISP

ADSL Router
192.168.1.1

- e e o e e e e e R

j Real time session Log ( Comply I.C.T. Law 200

Centralized Log Server
[P 192.168.1.10

User name

Password

Client Zero Config “ Automatic Login Method ”

ANWUENT HMIUTeILATEIgNAT dAUFlszUL LISG

Automatic Web Login Authentication

Aldanuizan web browser Iuxn Anw 1Lla6l Ndasn9den svuLay redirect page lilutin

login 1Na7INN91ENENITLIUNIT 2B9N9FIIAEBL username /password / Timmer/ bandwidth iaz1#5y

lau Username waz Password 7it/s1ngaguntingdolnidunesiin udanails "Login® a1ntiuszuuazyinnig

n3vagauiuguteya (Radius Server)

dl dl ¥ k% ¥ . 4 < Y o
Wailau username WAy password NIYNFABILLRT @Sﬂﬁ"]ﬂgﬂﬂﬂ'l’]ﬂﬂ’ﬁ login @’]L?@IMVU’]Q@T]J

o % J
AagLAUAN



72 Novotel Phuket Resort, Patong Beach, Thailand - Windows Internet Explorer

@ - A~ té, http:/10.0.0.1login. php?uri_host=www.siamidc. com@uri_path=/
e

File Edit View Favorites Tools Help 6Snaglt &'

w & ESBI'[@ kkthai: system.sta... I@ http://10.30.8.33/ [.’é Novotel Phuket... X L’é Webboard (New) ... ]fé Using: 00:13:07

CLIENT LOGIN
Novotel Phuket Resort
for client only

GUEST LOGIN

Username:

pckkthai

Password:

Login

To log in, Please contact Guest

At Novotel Phuket Resort, Thailand, first class Service abibe FoneDesk ocdiald
e accommodation and service are a natural extension of our Password.
| daily mission to provide you with the ultimate resort To log out, simply close the
experience. As of 2007, we have completed redesigned mEEmeCndon:
and refurbished all of our guest rooms with luxurious,

~ beautiful, exquisite Thai-style decoration.

NOVOTEL

uneLune - viuasnsauily anwsls i Login laRaesavinues dae templates-tool , N13i@iail HTML Code

LN

lSuccess - Windows Internet Explorer

]e http://10.0.0.1/login. php?uri_host=www ,siamidc, com@uri_path=/ _:] i‘? X ‘ IGr_mle
View Favortes Tools Help
# authen....Success -8 -®

Welcome Internet Access Services Hotspot,LAN
>> Account Login :

Eﬁ Now you have successfully logged to Our Internet Services.

] Pls, dick " " to suff Internet.

d‘ . . = % % . v dl ¥ o dgj
WAKIUIZUL Authentication [FILTREILAY LAY NA ContinuetzULAzidanin URLVIP,JJ@]LL@?X‘LI‘LI NIUUA AUN
o A

Nun

Tnaazdl wtinF1uanIanLzNa N TaNsAR89gN AT UAT UARAITE Username §9:%IY ARNITY



upload/download Tusiaz packageLﬂum"ﬂ‘ULﬁﬂﬂ AN

[ %

1 Y 1 ndl ] ndgj o L v 1
LATTEUUALEANUIFAN Status NFLTANEAR umTﬂ GGG qgﬂmumq

File Edit  Wiew Favorites Tools Help

5% @h¢ @ Siam Internet Daka Center

£/10.0.0.1/ popup.php?ie?randon‘i&ugfﬂligf

e7randomBug=1

Username pckkthai
1P Address 10.0.1.255
Upload Speed(kpbs) |Unlimit
Dowlozd Speed(kpbs)|Unlimit

i HOME :: ABOUT US :: DATA CENTER :: PRODUC

Session Timeout Unlimited
Time Using 00:32:05
Login time 2009-01-22 17:18:10
Last check time 2009-01-22 17:50:59

Please, do not dose this window while using internet.
Click " Log out " for disconnect your usage time.

Log out

o o B B 5 T

® Siam 1.D.C Al right reserved. Contact
sincering and Communication Co., Lid. All nght reserved.
INmamisnNasasasnsaund laTn 0108414733252

72 CAT Telecom Tower Charcen Krung Road Bangrak Bangrak, Bangkok 10500 Thailand.
Tel : {66) 0 2690 3888 Fax : (66) 0 2690 3535 Technical Support : (66) 0 2639 7888

uaELUe) (M9 windows waAIIIEAZIBEA N1TIEIU 299gnAN ) Pvinwtiu 1ald popup windows
mezﬁm;ﬁu WindowsXP SP2 LA Antispyware /g blocker popup windows 18 MafuaIuRInan
weansldszunnilu pop up windows il ldeuansnsnldaulaeg lideslsuuss

IE uazlfuusiaiazas labtop a04g Matinalarivdu ... &stuiugedrdnyuin asduinlaaasnisliuznag

v v
v o

Buwmadidn uwieain aeldidesiansilsunsnlaisduuaslaifeadfuusseslanadu vuaresaesldeu )

WANAIAYEA A01UEUUULLIAINSIENY waztla Logout azdlsingatiuumnineg tATagnA1 100%

@ q Q

= 9 A v = ° =
NLN LATBNQNATNNITFNAT popup-blocker LU Internet Explorer NANH

e Al Internet Application Lock : niezasgnanedialdlavianis Login azlianunsnldain Application la-fisas

aan e Internet 11 VPN , MSN, 1CQ, Game-Online etc.. usiu Inagldanidusiawinnis Login nauyn

v
o ¥ o

- g @
ATINFRINT TR ARSI



o Usage Time Status: LA7e4gNIN8AINI30NIUzeztaa1N13 9 uTaq e Tuninsing Login 29893 ANy
upload/download luisiaz package
dd‘ Y a Yo a . ¥
e Reply Message : GlummmQ‘lﬁnmmﬂmumiﬂgmmqﬂ 72U Authenticaton Server 2UL @ HTARANALIG
1a9n13lasnsldunisigldusnimeny 1hetedaian i linu Username 498 Password, Account
wnmang (14uAsIu Expiration : date), warwaeldiiasnadmiunislduinig, AnnsiEan’d Account i
o . ndl o v
AU Session NHMUA LuFY
. dl 1 v = a ¥ 1% o 1 =
e Usage Summery List : lAgasgnangdnaisnsnssmaasusazidanlssiinsldnulifadaetetaziben

e Web Password Change: 1Azasgningansnsnilagi Password 194610418 An web browser

e Auto reconnect + Password Memory : Lfl'ﬂconnection lan quﬁ?‘@ﬁmﬁ?‘m watln vl Ay 10 mﬁ
413190 Connected 1otaq Taelaifas Auw Username + Password i
e Auto Disconnected : Watawazaslnglals Log out vire Tautisnananldern szuuay disconnected 6 lusiR
dl = o v = U o v o =K Y a
Waasy 10 wan M1 ldflToyymn Username Ane i1 nnatiuiin nannnsldanu danann
" |dle-Timeout Daemon Sagacity "
" 9211 SN WATATIALTA AN idle-timeout "
Auto reconnect + Password Memory Li8 wireless lan 138 @1t lan NYARBNANTTLL visailawesey udoiilalu
A8l 10 WP @1:198 Connected bovad tnellsifad AuwW Username + Password s |
Auto Disconnected watlarraalagluls Log out Tnelufinnsldeu Bumafisin szuuas disconnected 8 11l
oy = ° Al .. a A o Y =
LHAATU 10 WN Iﬁﬂﬂ’]mqm 71N ﬂqﬁ“ﬂhlll traffic internet 99NIUTEUL server mf;lslu'izf;l:w@Wﬂwum% 10 1N

M1 T8ty Username Ang 019 nnatiudin wannnsldeu Banann

] |
aa

AN 10 W AInane arnnanUiulaauls muaamNnzan [ Services Hotel NHNGHLATAIgNTENE WHW Email
U1 hotmail %178 yahoo HIuszezlaa1uIw] 871459981 idle-timeout ANNAMNMNNzANIEY 20 Wi usiu Ineld

ANANLTR2Y idle-timeout AN NIMTIFUUBN Radius System.

Tiwme: Z2005—0O7—2¢

Pt BeH W

¥

)

R
1N

-php
Idle—Timeout

Tirxme = S—0O7—29



http://www.kkthai.com/images/pop-time.gif
http://www.kkthai.com/images/detail-check-usagetime.gif
http://www.kkthai.com/images/checkusage-time01.gif

AAA Web Interfaces Radius billing Features
LISG amsndnnisnsidenuaesngy Package Internet Card luguuusinaldiduetinen |, a1mnsnadne User

Account lfagingldanin inlananegtluuy  Tnaszuuazyinnig Random username/password Titnadnluds

AAA Authentication Radius Billing
Internet Subscriber gateway : Biling

User

Generate
Account

i User Internet Subscriber Gateway
Manager

i svuulfiiéinng Internet Subscriber Gateway & Radius Billing System
A U

Manager . "
9 Aunsonuqu Nslgudueaitie vavandlusiaswn suBvnisaan package

gg Database dueaduiausunan prepaid card ( A3 Goatfudunled Aaudarlgnuduaadiia )
= Misc.

g Refill
™ Day
B/W

; Monitor
Billing

Report

@ LAW Report

P On line
User

= o o = ¥ £ o v v £
LATATUSLALIINL ENATNITOLARN AT user/password LLUU[ﬁ]‘ﬂ\‘Iﬂ’]i‘ﬂ’WMﬁﬁQEIEluL‘Mllﬂ Lﬂumu
© : Manual Adduser

User Name : lroom001

Password : I1 234

Fix Mac Add : |

E xpiration : I3O Nov 2008

Group : | 512K-Month x|
MName : lqm Andy Funa

Tel: 086 6666666

Other :

A St Fona @ dadiasaun 301

s amudiouifduwnasiianuamanin

diafud 01-11-2008 w@wuntasUsyindinlsyanmu
333330000001010

[ Save ] [ Reset ]




LISG Hanenuniesiunsdu wazagianiuy , a6 sananuiug 4w ldlnsaziaen

Admin 4_ A
i " LISG Report
Generate
™ Account
¥ : User
Manager . 0
U Auna User
{ Group
Manager £ o)
o/ s18919 msa¥ae User Luudavidian
Database
< Misc. o) ; .
sruaw dashgaldnunioesn vardgluanas lundasidiau
?, Refill ’ 0‘
= Da \ FOET) ¥ 1 -
L sruaw il deslundanidian
a
=% Monitor d sruaui b E asnzidiaw
Billing % Q)
ﬁ Report u s1uw Addnsidnusasma User
|‘ o ‘ b ¥ 1
a LAW Report \.J_ s1u0w §ldaunuy Post Pay luudaziéian
| \
_ Online \J s1a31% Refill Aocount
User D\
u‘. o \ )
g Log Out \J sruaw User finsmargnisidaw
a/ 18979 msaaday User alEiaan v

3 Type of Service

. ¥ a 1 a qI/ o A A yé o I -
e Prepaid Card: JauassuuaIunInAnALEnsuuLsedalug, :1adu viasaneuls Ganunziy anifnimw
A a A

viranaulnfiiie
o Post Paid : §aUATEULANNITNAAANLENNTULILILAY Nauanaiuasldat1einenne Faumuneiulsuss vive
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2. Setting of IP Address is Automatic

3. Run Intemet browser and Open wrl
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Any troubleshooting visit http: //1.1.1.1

Do not close time counting pop up window. In this case
Go to http:/71.1.1.1 and click Logout botton.

Technical Support Tel. 048196196

. HOTSPOT CARD
K?(I h al USERNAME PASSWORD

INTERNET WIFI 2982521 55099169

1. Make sure that vou are connecting to DRTech Network
2. Setting of IP Address is Automatic
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(Go to http:/71.1.1.1 and click Logout botton.
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